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ȼɟɥɢɦɢɪ Ⱦɟɥɟɬɢʄ, Ɇɢɥɚɧ Ⱦɟɥɟɬɢʄ 

ȼɢɫɨɤɚ ɩɨɫɥɨɜɧɚ ɲɤɨɥɚ ɫɬɪɭɤɨɜɧɢɯ ɫɬɭɞɢʁɚ, Ȼɥɚɰɟ 

 

Ɋɟɡɢɦɟ: Ɇɭɥɬɢɨɪɝɚɧɢɡɚɰɢɨɧɚ ɬɪɚɧɫɩɚɪɟɧɬɧɨɫɬ, ɥɟɝɚɥɧɢ ɢ 
ɟɬɢɱɤɢ ɚɫɩɟɤɬɢ ɢ ɨɞɝɨɜɨɪɧɨɫɬ, ɧɚɦɟʄɭ ɫɥɨɠɟɧɟ ɢɡɚɡɨɜɟ ɧɟ ɫɚɦɨ 
ɭ ɩɨɝɥɟɞɭ ɬɟɯɧɨɥɨɲɤɟ ɚɪɯɢɬɟɤɬɭɪɟ ɢɧɮɨɪɦɚɰɢɨɧɢɯ ɫɢɫɬɟɦɚ. 
ɉɪɢ ɬɨɦɟ, ɬɟɯɧɨɥɨɲɤɚ ɚɪɯɢɬɟɤɬɭɪɚ ɦɨɪɚ ɛɢɬɢ ɭɫɤɥɚђɟɧɚ ɫɚ 
ɟɬɢɱɤɢɦ ɢ ɩɪɚɜɧɢɦ ɫɬɚɧɞɚɪɞɢɦɚ ɤɨʁɢ ɱɟɫɬɨ ɧɢɫɭ ɭ ɫɚɝɥɚɫɧɨɫɬɢ 
ɫɚ ɬɟɯɧɢɱɤɨ-ɬɟɯɧɨɥɨɲɤɢɦ ɦɨɝɭʄɧɨɫɬɢɦɚ. Ƚɟɧɟɪɢɱɤɢ ɦɟɯɚɧɢɡɦɢ 

ɡɚɲɬɢɬɟ ɬɪɟɛɚ ɞɚ ɨɦɨɝɭʄɟ ɞɟɮɢɧɢɫɚʃɟ ɫɬɚɧɞɚɪɞɚ ɢ ɩɨɥɢɬɢɤɟ 
ɤɨɪɢɲʄɟʃɚ ɥɢɱɧɢɯ ɢɧɮɨɪɦɚɰɢʁɚ ɤɨʁɢ ʄɟ ɛɢɬɢ ɬɟɯɧɨɥɨɲɤɢ 
ɫɤɚɥɚɛɢɥɧɢ. Ɍɢɦɟ ɫɟ ɩɨɫɬɢɠɟ ɦɚɤɫɢɦɚɥɧɨ ɢɫɤɨɪɢɲʄɟʃɟ 

ɬɟɯɧɨɥɨɲɤɨɝ ɪɚɡɜɨʁɚ ɭɡ ɫɦɚʃɟɧɭ ɨɩɚɫɧɨɫɬ ɨɞ ɩɨʁɚɜɟ "ɪɭɩɚ" ɭ 
ɫɢɫɬɟɦɭ ɡɚɲɬɢɬɟ ɤɨʁɟ ɦɨɝɭ ɞɨɜɟɫɬɢ ɞɨ ɡɥɨɭɩɨɬɪɟɛɚ. 
Ʉʂɭɱɧɟ ɪɟɱɢ: ɢɧɮɨɪɦɚɰɢɨɧɢ ɫɢɫɬɟɦ, ɡɚɲɬɢɬɚ ɢɧɮɨɪɦɚɰɢʁɚ, 
ɤɨɧɬɪɨɥɚ ɪɢɡɢɤɚ, ɦɟɯɚɧɢɡɦɢ ɡɚɲɬɢɬɟ 

 

Abstract: Multiorganization transparency, legal and ethical aspects 

and the responsibility imposed on the complex challenges not only in 

terms of technological information systems architecture. In addition, 

technological architecture must be balanced with ethical and legal 

standards that often do not comply with technical and technological 

capabilities. Generic protection mechanisms should allow the 

definition of standards and policies the use of personal information 

that will be technologically scalable. This ensures maximum 

utilization of technological development with a reduced risk of 

developing the "hole" in the system of care that can lead to abuse. 
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ɍȼɈȾ 

ȿɥɟɤɬɪɨɧɫɤɚ ɞɨɤɭɦɟɧɬɚɰɢʁɚ ɫɚɞɪɠɢ ɨɫɟɬʂɢɜɟ ɥɢɱɧɟ ɢɧɮɨɪɦɚɰɢʁɟ 
ɤɨʁɟ ɦɨɝɭ ɛɢɬɢ ɥɚɤɨ ɡɥɨɭɩɨɬɪɟɛʂɟɧɟ. ɋɚ ɞɪɭɝɟ ɫɬɪɚɧɟ, ɲɢɪɨɤ 
ɩɪɢɫɬɭɩ ɟɥɟɤɬɪɨɧɫɤɨʁ ɞɨɤɭɦɟɧɬɚɰɢʁɢ ɨɞ ɫɬɪɚɧɟ ɤɨɪɢɫɧɢɤɚ 
ɫɢɫɬɟɦɚ ɢ ɞɪɭɝɢɯ ɩɪɨɮɟɫɢɨɧɚɥɚɰɚ ɤɨʁɢ ɬɪɟɛɚ ɞɚ ɩɪɭɠɟ 
ɨɞɝɨɜɚɪɚʁɭʄɭ ɭɫɥɭɝɭ ʁɟ ɩɪɟɞɭɫɥɨɜ ɡɚ ɭɫɩɟɲɧɨ ɩɨɫɥɨɜɚʃɟ. Ɍɚɤɨ, ɫɚ 
ʁɟɞɧɟ ɫɬɪɚɧɟ ɩɨɫɬɨʁɢ ɩɨɬɪɟɛɚ ɨɝɪɚɧɢɱɟʃɚ ɩɪɢɫɬɭɩɚ ɩɨɞɚɰɢɦɚ ɢɡ 
ɟɥɟɤɬɪɨɧɫɤɟ ɞɨɤɭɦɟɧɬɚɰɢʁɟ, ɞɨɤ ɫɚ ɞɪɭɝɟ ɩɨɫɬɨʁɢ ɢɧɬɟɪɟɫ 
ɤɨɪɢɫɧɢɤɚ ɭɫɥɭɝɚ ɞɚ ɲɬɨ ɜɢɲɟ ɫɬɪɭɱʃɚɤɚ (ɢɡ, ɩɨ ɩɪɚɜɢɥɭ, 
ɪɚɡɥɢɱɢɬɢɯ ɨɪɝɚɧɢɡɚɰɢʁɚ) ɢɦɚ ɭɜɢɞ ɭ ɟɥɟɤɬɪɨɧɫɤɭ ɞɨɤɭɦɟɧɬɚɰɢʁɭ 
ɭ ɰɢʂɭ ɲɬɨ ɛɨʂɟɝ ɫɚɝɥɟɞɚɜɚʃɚ ɫɬɚɬɭɫɚ ɢ ɬɢɦɟ ɲɬɨ ɤɜɚɥɢɬɟɬɧɢʁɟɝ 
ɢ ɟɮɢɤɚɫɧɢʁɟɝ ɞɨɧɨɲɟʃɟ ɨɞɥɭɤɚ. 

Ɇɧɨɝɟ ɨɪɝɚɧɢɡɚɰɢʁɟ ɪɚɡɜɢʁɚʁɭ ɢ ɭɜɨɞɟ ɪɚɡɧɟ ɨɛɥɢɤɟ 
ɢɧɮɨɪɦɚɰɢɨɧɢɯ ɫɢɫɬɟɦɚ ɢ ɫɢɫɬɟɦɚ ɟɥɟɤɬɪɨɧɫɤɟ ɞɨɤɭɦɟɧɬɚɰɢʁɟ. 
ɋɚɫɬɚɜɧɢ ɞɟɨ ɧɚɛɚɜɤɟ ɢɥɢ ɫɨɩɫɬɜɟɧɨɝ ɪɚɡɜɨʁɚ ɬɢɯ ɫɢɫɬɟɦɚ ʁɟ ɢ 
ɩɪɨɰɟɫ ɨɛɟɡɛɟђɢɜɚʃɚ ɡɚɲɬɢɬɟ ɢɧɮɨɪɦɚɰɢʁɚ ɤɚɨ ɢ ɩɪɨɰɟɫ 
ɞɟɮɢɧɢɫɚʃɚ ɧɚɱɢɧɚ ɞɚ ɫɟ ɫɦɚʃɟ ɪɢɡɢɰɢ ɢ ɩɪɟɞɭɩɪɟɞɟ ɧɟɝɚɬɢɜɧɟ 

ɩɨɫɥɟɞɢɰɟ ɤɨʁɟ ɦɨɝɭ ɧɚɫɬɚɬɢ ɭɫɥɟɞ ɧɟɚɞɟɤɜɚɬɧɟ ɡɚɲɬɢɬɟ 
ɢɧɮɨɪɦɚɰɢʁɚ. 

ɉɪɢɜɚɬɧɨɫɬ ɩɨɞɚɬɚɤɚ ɫɟ ɨɞɧɨɫɢ ɧɚ ɠɟʂɭ ɩɨʁɟɞɢɧɰɚ ɞɚ 
ɤɨɧɬɪɨɥɢɲɟ ɩɭɛɥɢɤɨɜɚʃɟ (ʁɚɜɧɨ ɢɡɧɨɲɟʃɟ) ɥɢɱɧɢɯ ɢ ɞɪɭɝɢɯ 
ɢɧɮɨɪɦɚɰɢʁɚ. ɉɨɜɟɪʂɢɜɨɫɬ ɫɟ ɨɞɧɨɫɢ ɧɚ ɢɧɮɨɪɦɚɰɢʁɟ - ɭ ɨɜɨɦ 
ɤɨɧɬɟɤɫɬɭ, ɧɚ ɦɨɝɭʄɧɨɫɬ ɩɨʁɟɞɢɧɰɚ ɞɚ ɤɨɧɬɪɨɥɢɲɟ ɧɚɱɢɧ ɧɚ ɤɨʁɢ 
ɩɪɭɠɚɥɚɰ ɭɫɥɭɝɟ (ɨɪɝɚɧɢɡɚɰɢʁɚ ɢɥɢ ɩɨʁɟɞɢɧɚɰ) ɤɨɪɢɫɬɢ ɥɢɱɧɟ 
ɢɧɮɨɪɦɚɰɢʁɟ ɤɚɨ ɢ ɞɚʂɟ ɲɢɪɟʃɟ ɬɢɯ ɢɧɮɨɪɦɚɰɢʁɚ (ɢɡɞɚɜɚʃɟ 
ɞɪɭɝɢɦ ɩɨʁɟɞɢɧɰɢɦɚ ɢɥɢ ɨɪɝɚɧɢɡɚɰɢʁɚɦɚ). Ɂɚɲɬɢɬɚ ɨɦɨɝɭʄɚɜɚ 

ɨɫɢɝɭɪɚʃɟ ɩɪɢɜɚɬɧɨɫɬɢ ɢ ɩɨɜɟɪʂɢɜɨɫɬɢ ɤɪɨɡ ɢɡɛɨɪ ɫɬɪɚɬɟɝɢʁɚ, 
ɩɪɨɰɟɞɭɪɚ ɢ ɦɟɯɚɧɢɡɚɦɚ ɡɚɲɬɢɬɟ. 

ɂɧɮɨɪɦɚɬɢɱɤɚ ɛɟɡɛɟɞɧɨɫɬ ɫɟ ɞɟɮɢɧɢɲɟ ɤɚɨ "...ɫɤɭɩ ɬɟɯɧɢɱɤɢɯ ɢ 
ɚɞɦɢɧɢɫɬɪɚɬɢɜɧɢɯ ɩɪɨɰɟɞɭɪɚ ɭɫɬɚɧɨɜʂɟɧɢɯ ɫɚ ɰɢʂɟɦ ɞɚ ɫɟ 
ɩɨɞɚɰɢ ɡɚɲɬɢɬɟ ɨɞ ɧɟɨɜɥɚɲʄɟɧɨɝ ɢɥɢ ɧɟɧɚɦɟɧɫɤɨɝ ɭɜɢɞɚ ɢ 

ɨɬɭђɟʃɚ, ɢɡɦɟɧɟ ɢɥɢ ɭɧɢɲɬɟʃɚ ɤɚɨ ɢ ɪɚɞɢ ɡɚɲɬɢɬɟ 
ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ ɫɚɦɨɝ ɢɧɮɨɪɦɚɰɢɨɧɨɝ ɫɢɫɬɟɦɚ"[1]. ɉɨɫɟɛɧɢ 
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ɰɢʂɟɜɢ ɭ ɧɚɩɨɪɭ ɞɚ ɫɟ ɨɛɟɡɛɟɞɢ ɫɢɝɭɪɧɨɫɬ ɨɞɧɨɫɧɨ ɩɪɭɠɢ 
ɡɚɲɬɢɬɚ ɢɧɮɨɪɦɚɰɢʁɚɦɚ, ɫɭ: 
• Ɉɱɭɜɚʃɟ ɢɧɬɟɝɪɢɬɟɬɚ ɩɨɞɚɬɚɤɚ 

• ȳɟɞɧɨɫɬɚɜɧɨɫɬ ɩɪɢɫɬɭɩɚ ɩɨɞɚɰɢɦɚ ɨɞ ɫɬɪɚɧɟ ɥɟɝɢɬɢɦɧɢɯ 
ɤɨɪɢɫɧɢɤɚ 

• Ɉɫɢɝɭɪɚʃɟ ɩɪɢɜɚɬɧɨɫɬɢ ɥɢɱɧɢɯ ɩɨɞɚɬɚɤɚ ɤɚɨ ɢ ʃɢɯɨɜɨɝ 
ɩɪɢɤɥɚɞɧɨɝ ɤɨɪɢɲʄɟʃɚ 

 

Ɉɜɢ ɰɢʂɟɜɢ ɫɟ ɭ ɢɧɮɨɪɦɚɬɢɰɢ ɩɨɫɟɛɧɨ ɮɨɤɭɫɢɪɚʁɭ ɧɚ 
ɫɩɟɰɢɮɢɱɧɟ ɚɫɩɟɤɬɟ[2]: 
• Ⱦɨɫɬɭɩɧɨɫɬ ɤɨʁɚ ɨɛɟɡɛɟђɭʁɟ ɬɚɱɧɭ ɢ ɚɠɭɪɧɭ ɢɧɮɨɪɦɚɰɢʁɭ 
ɫɜɚɤɨɦɟ ɤɨɦɟ ʁɟ ɩɨɬɪɟɛɧɚ ɢ ɧɚ ɦɟɫɬɭ ɧɚ ɤɨʁɟɦ ʁɟ ɩɨɬɪɟɛɧɚ. 
• ɍɪɚɱɭɧʂɢɜɨɫɬ ɩɨɦɚɠɟ ɞɚ ɫɭ ɤɨɪɢɫɧɢɰɢ ɨɞɝɨɜɨɪɧɢ ɡɚ ʃɢɯɨɜ 
ɩɪɢɫɬɭɩ ɢ ɤɨɪɢɲʄɟʃɟ ɢɧɮɨɪɦɚɰɢʁɚ ɩɨ ɩɪɢɧɰɢɩɭ ɩɨɬɪɟɛɚ ɢ ɩɪɚɜɚ 
ɞɚ ɨɞɪɟђɟɧɭ ɢɧɮɨɪɦɚɰɢʁɭ ɡɧɚʁɭ. 
• Ⱦɟɮɢɧɢɰɢʁɚ ɩɟɪɢɦɟɬɪɚ ɨɦɨɝɭʄɚɜɚ ɞɚ ɫɢɫɬɟɦ ɤɨɧɬɪɨɥɢɲɟ 
ɝɪɚɧɢɰɟ ɩɨɜɟɪʂɢɜɨɝ ɩɪɢɫɬɭɩɚ, ɢ ɮɢɡɢɱɤɢ ɢ ɥɨɝɢɱɤɢ. 
• ɉɪɢɫɬɭɩ ɛɚɡɢɪɚɧ ɧɚ ɭɥɨɝɚɦɚ ɨɦɨɝɭʄɚɜɚ ɩɪɢɫɬɭɩ ɤɨɪɢɫɧɢɤɚ 
ɫɚɦɨ ɨɧɢɦ ɢɧɮɨɪɦɚɰɢʁɚɦɚ ɤɨʁɟ ɫɭ ɜɚɠɧɟ ɡɚ ʃɢɯɨɜ ɩɨɫɚɨ ɱɢɦɟ ɫɟ 
ɨɝɪɚɧɢɱɚɜɚ ɢ ɫɩɪɟɱɚɜɚ ɢɫɤɭɲɟʃɟ ɞɚ ɧɟɤɨ ɧɟɨɜɥɚɲʄɟɧɨ ɩɪɢɫɬɭɩɢ 
ɢɧɮɨɪɦɚɰɢʁɚɦɚ ɤɨʁɟ ɫɭ ɜɚɧ ɝɪɚɧɢɰɚ ʃɟɝɨɜɢɯ ɥɟɝɢɬɢɦɧɢɯ ɩɨɬɪɟɛɚ. 
• ɋɜɟɨɛɭɯɜɚɬɧɨɫɬ ɢ ɤɨɧɬɪɨɥɚ ɨɛɟɡɛɟђɭʁɭ ɞɚ ɜɥɚɫɧɢɤ ɟɥɟɤɬɪɨɧɫɤɟ 
ɞɨɤɭɦɟɧɬɚɰɢʁɟ (ɨɪɝɚɧɢɡɚɰɢʁɚ, ɨɫɨɛʂɟ ɭɤʂɭɱɟɧɨ ɭ ɩɪɨɰɟɫ 
ɩɪɭɠɚʃɚ ɭɫɥɭɝɟ), ɂɌ ɤɨɪɢɫɧɢɰɢ ɢ ɤɥɢʁɟɧɬɢ ɦɨɝɭ ɞɚ ɪɚɡɭɦɟʁɭ ɢ 

ɢɦɚʁɭ ɟɮɟɤɬɢɜɧɭ ɤɨɧɬɪɨɥɭ ɧɚɞ ɩɪɢɤɥɚɞɧɢɦ ɚɫɩɟɤɬɢɦɚ 
ɩɨɜɟɪʂɢɜɨɫɬɢ ɢ ɩɪɢɫɬɭɩɚ ɢɧɮɨɪɦɚɰɢʁɚɦɚ. 

Ɂɚɲɬɢɬɚ ɩɨɞɚɬɚɤɚ ɢ ʁɟɞɧɨɫɬɚɜɚɧ, ɥɚɤ, ɩɪɢɫɬɭɩ ɫɭ ɱɟɫɬɨ 
ɫɭɩɪɨɬɫɬɜɚʂɟɧɢ ɡɚɯɬɟɜɢ: ɩɨʁɟɞɧɨɫɬɚɜʂɟʃɟ ɩɪɢɫɬɭɩɚ ɦɨɠɟ 
ɭɝɪɨɡɢɬɢ ɫɢɝɭɪɧɨɫɬ ɩɨɞɚɬɚɤɚ, ɚɤɨ ɫɨɮɬɜɟɪɫɤɚ ɚɩɥɢɤɚɰɢʁɚ ɧɢʁɟ 

ɩɚɠʂɢɜɨ ɢ ɚɞɟɤɜɚɬɧɨ ɩɪɨʁɟɤɬɨɜɚɧɚ ɢ ɢɦɩɥɟɦɟɧɬɢɪɚɧɚ, ɞɨɤ 
ɩɪɟɜɢɲɟ ɪɨɛɭɫɧɢ ɦɟɯɚɧɢɡɦɢ ɡɚɲɬɢɬɟ ɧɚʁɱɟɲʄɟ ɧɚɪɭɲɚɜɚʁɭ 
ɟɪɝɨɧɨɦɢʁɭ ɚɩɥɢɤɚɰɢʁɟ ɫɚ ɫɬɚɧɨɜɢɲɬɚ ɤɨɪɢɫɧɢɤɚ. 

ȼɟɥɢɤɢ ɞɟɨ ɥɚɢɤɚ, ɚɥɢ ɢ ɢɧɮɨɪɦɚɬɢɱɤɢɯ ɩɪɨɮɟɫɢɨɧɚɥɚɰɚ, 
ɧɚɠɚɥɨɫɬ, ɧɟ ɪɟɫɩɟɤɬɭʁɟ ɤɨɦɩɥɟɤɫɧɨɫɬ ɡɚɲɬɢɬɟ ɢɧɮɨɪɦɚɰɢʁɚ ɱɚɤ 
ɢ ɤɚɞɚ ɪɚɡɭɦɟ ʃɟɧ ɡɧɚɱɚʁ. 

 

 



 164 

1. ɆȿɌɈȾɈɅɈȽɂȳȺ 

ɍɨɛɢɱɚʁɟɧɚ ɦɟɬɨɞɨɥɨɝɢʁɚ ɡɚ ɪɚɡɜɨʁ ɡɚɲɬɢɬɟ ɥɢɱɧɢɯ ɢɧɮɨɪɦɚɰɢʁɚ 
ɭ ɢɧɮɨɪɦɚɰɢɨɧɢɦ ɫɢɫɬɟɦɢɦɚ ɫɟ ɫɚɫɬɨʁɢ ɨɞ ɲɟɫɬ ɨɫɧɨɜɧɢɯ 
ɤɨɪɚɤɚ: 
1. ɂɞɟɧɬɢɮɢɤɚɰɢʁɚ ɢɧɮɨɪɦɚɬɢɱɤɢɯ ɪɟɫɭɪɫɚ ɤɨʁɢ ɡɚɯɬɟɜɚʁɭ 
ɡɚɲɬɢɬɭ 

2. Ⱦɟɫɤɪɢɩɰɢʁɚ ɚɪɯɢɬɟɤɬɭɪɟ ɢɧɮɨɪɦɚɰɢɨɧɨɝ ɫɢɫɬɟɦɚ ɤɨʁɢ ɫɟ 
ɢɦɩɥɟɦɟɧɬɢɪɚ 

3. ɂɞɟɧɬɢɮɢɤɚɰɢʁɚ ɨɩɚɫɧɨɫɬɢ ɩɨ ɢɧɮɨɪɦɚɰɢʁɟ ɭ ɫɤɥɨɩɭ 
ɩɥɚɧɢɪɚɧɟ ɚɪɯɢɬɟɤɬɭɪɟ 

4. Ɋɚɧɝɢɪɚʃɟ ɨɩɚɫɧɨɫɬɢ ɩɨ ɡɧɚɱɚʁɭ ɢ ɩɨɬɟɧɰɢʁɚɥɧɨʁ ɲɬɟɬɢ 

5. Ⱦɢɡɚʁɧɢɪɚʃɟ ɪɟɲɟʃɚ ɤɨʁɚ ɬɪɟɛɚ ɞɚ ɫɦɚʃɟ ɪɢɡɢɤɟ ɢ ɩɨɫɥɟɞɢɰɟ 

6. ɋɩɟɰɢɮɢɤɚɰɢʁɚ ɢɦɩɥɟɦɟɧɬɚɰɢɨɧɢɯ ɩɪɟɩɨɪɭɤɚ. 

ɂɡɛɨɪ ɨɩɬɢɦɚɥɧɟ ɫɬɪɚɬɟɝɢʁɟ ɡɚɲɬɢɬɟ ɩɪɟɞɫɬɚɜʂɚ ɤɨɦɩɪɨɦɢɫ 
ɢɡɦɟђɭ ɧɢɜɨɚ ɢ ɨɛɢɦɚ ɡɚɲɬɢɬɟ ɢ ɩɨɬɟɧɰɢʁɚɥɧɢɯ ɪɢɡɢɤɚ ɢ ɰɟɧɟ 
ɩɨɫɥɟɞɢɰɚ ɭ ɫɥɭɱɚʁɭ ɝɪɟɲɤɟ. ɋɬɨɝɚ ɫɟ ɱɟɫɬɨ ɭ ɨɜɨɦ ɩɪɨɰɟɫɭ 

ɤɨɪɢɫɬɟ ɦɟɬɨɞɨɥɨɝɢʁɟ ɚɧɚɥɢɡɟ ɫɢɫɬɟɦɚ, ɩɪɨɰɟɫɚ ɢ ɤɨɧɬɪɨɥɟ 
ɪɢɡɢɤɚ. 

2. ɂɇɎɈɊɆȺɐɂɈɇɂ ɊȿɋɍɊɋɂ 

ɉɪɟ ɫɚɦɟ ɩɪɢɦɟɧɟ ɦɟɪɚ ɨɛɟɡɛɟђɟʃɚ ɢɧɮɨɪɦɚɰɢʁɚ, ɩɨɬɪɟɛɧɨ ʁɟ 
ɢɞɟɧɬɢɮɢɤɨɜɚɬɢ ɫɚɦɟ ɢɧɮɨɪɦɚɰɢʁɟ ɤɨʁɟ ʁɟ ɩɨɬɪɟɛɧɨ ɲɬɢɬɢɬɢ. 
ɉɪɟɜɢɲɟ ɲɢɪɨɤɚ ɡɚɲɬɢɬɚ ɤɨʁɚ ɱɭɜɚ ɢ ɢɧɮɨɪɦɚɰɢʁɟ ɤɨʁɟ ɧɢɫɭ 

ɤɪɢɬɢɱɧɟ (ʃɢɯɨɜɚ (ɡɥɨ)ɭɩɨɬɪɟɛɚ ɢɥɢ ɧɟɤɨɧɬɪɨɥɢɫɚɧɚ ɢɡɦɟɧɚ ɧɟ 
ɢɡɚɡɢɜɚʁɭ ɲɬɟɬɧɟ ɩɨɫɥɟɞɢɰɟ) ɢɡɢɫɤɭʁɟ ɧɟɩɨɬɪɟɛɧɟ ɪɟɫɭɪɫɟ, 
ɤɨɦɩɥɢɤɭʁɟ ɢɦɩɥɟɦɟɧɬɚɰɢʁɭ ɢ ɱɟɫɬɨ ɞɟɝɪɚɞɢɪɚ ɭɤɭɩɧɟ 

ɩɟɪɮɨɪɦɚɧɫɟ ɫɢɫɬɟɦɚ. ɋɬɨɝɚ ʁɟ ɜɚɠɧɨ ɧɚʄɢ ɨɩɬɢɦɚɥɚɧ ɨɞɧɨɫ 
ɢɡɦɟђɭ ɤɪɢɬɢɱɧɨɝ ɫɤɭɩɚ ɢɧɮɨɪɦɚɰɢʁɚ ɢ ɪɚɫɩɨɥɨɠɢɜɢɯ ɪɟɫɭɪɫɚ. 

ɂɧɮɨɪɦɚɰɢɨɧɢ ɫɢɫɬɟɦɢ ɤɨʁɢ ɫɚɞɪɠɟ ɥɢɱɧɟ ɢɧɮɨɪɦɚɰɢʁɟ 
(ɦɟɞɢɰɢɧɫɤɟ, ɫɨɰɢʁɚɥɧɟ, ɞɟɦɨɝɪɚɮɫɤɟ ɢ ɞɪɭɝɟ) ɦɨɪɚʁɭ 
ɩɪɢɦɟʃɢɜɚɬɢ ɩɨɫɟɛɧɟ ɦɟɪɟ ɨɩɪɟɡɚ ɢ ɡɚɲɬɢɬɟ ɤɚɤɨ ɛɢ ɫɟ ɫɩɪɟɱɢɥɟ 
ɩɨɬɟɧɰɢʁɚɥɧɟ ɡɥɨɭɩɨɬɪɟɛɟ ɤɨʁɟ ɦɨɝɭ ɭɝɪɨɡɢɬɢ ɡɚɤɨɧɫɤɚ ɢ ʂɭɞɫɤɚ 
ɩɪɚɜɚ (ɩɪɢɜɚɬɧɨɫɬ) ɩɨʁɟɞɢɧɰɚ. Ɉɜɞɟ ʁɟ ɜɟɨɦɚ ɜɚɠɧɨ ɪɚɡɭɦɟɬɢ ɞɚ 
ɫɟ ɥɢɱɧɟ ɢɧɮɨɪɦɚɰɢʁɟ ɧɟ ɨɞɧɨɫɟ ɫɚɦɨ ɧɚ ɫɥɭɱɚʁɟɜɟ ɞɢɪɟɤɬɧɟ ɜɟɡɟ 
ʁɟɞɧɨɝ ɫɤɭɩɚ ɩɨɞɚɬɚɤɚ ɡɚ ɨɞɪɟђɟɧɭ ɨɫɨɛɭ (ɩɨɞɚɰɢ ɨ ɨɫɨɛɢ), ɜɟʄ ɢ 
ɧɚ ɫɥɭɱɚʁɟɜɟ ɤɚɞɚ ɫɟ ɭɤɪɲɬɚʃɟɦ ɢɥɢ ɚɧɚɥɢɡɨɦ ɩɨɞɚɬɚɤɚ ɬɢ ɩɨɞɚɰɢ 
ɢɥɢ ɢɧɮɨɪɦɚɰɢʁɟ ɦɨɝɭ ɞɨɜɟɫɬɢ ɭ ɜɟɡɭ ɫɚ ɪɚɡɭɦɧɨ ɦɚɥɢɦ ɛɪɨʁɟɦ 
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ɨɫɨɛɚ. Ⱦɨɜɨђɟʃɟ ɭ ɜɟɡɭ ʁɟ ɱɟɫɬɨ ɡɧɚɬɧɨ ɫɥɨɠɟɧɢʁɢ ɚɫɩɟɤɬ 
ɩɨɬɟɧɰɢʁɚɥɧɨɝ ɪɢɡɢɤɚ ɨɞ ɡɥɨɭɩɨɬɪɟɛɟ ɢɧɮɨɪɦɚɰɢʁɚ ɧɟɝɨ ɫɚɦɚ 
ɡɚɲɬɢɬɚ ɩɨɞɚɬɚɤɚ.  

3. ȺɊɏɂɌȿɄɌɍɊȺ ɋɂɋɌȿɆȺ 

ɂɧɮɨɪɦɚɰɢɨɧɢ ɫɢɫɬɟɦ, ɢɥɢ ɚɩɥɢɤɚɰɢʁɚ, ɭɜɟɤ ɫɟ ɩɨʁɚɜʂɭʁɟ ɭ 
ɤɨɧɬɟɤɫɬɭ ɲɢɪɟɝ ɫɢɫɬɟɦɚ ɨɞɧɨɫɧɨ ʃɟɝɨɜɟ ɚɪɯɢɬɟɤɬɭɪɟ. Ɋɚɡɦɟɧɚ 
ɢɧɮɨɪɦɚɰɢʁɚ, ʃɢɯɨɜɚ ɞɢɫɟɦɢɧɚɰɢʁɚ ɢ ɤɨɪɢɲʄɟʃɟ ɭ ɟɤɫɬɟɪɧɢɦ 

ɫɢɫɬɟɦɢɦɚ ɢɦɚ ɡɧɚɱɚʁɧɭ ɭɥɨɝɭ ɭ ɩɨɜɟʄɚʃɭ ɟɮɢɤɚɫɧɨɫɬɢ ɫɜɢɯ 
ɩɨɫɥɨɜɧɢɯ ɩɪɨɰɟɫɚ. ɍ ɤɨɧɬɟɤɫɬɭ ɩɨɬɪɟɛɟ ɡɚ ɲɬɨ ɲɢɪɨɦ 
ɢɧɬɟɝɪɚɰɢʁɨɦ ɢɧɮɨɪɦɚɰɢɨɧɢɯ ɫɢɫɬɟɦɚ ɢ ɚɩɥɢɤɚɰɢʁɚ, ɫɜɟ ɜɟʄɢɦ 
ɡɚɯɬɟɜɢɦɚ ɡɚ ɫɥɨɛɨɞɧɨɦ ɪɚɡɦɟɧɨɦ ɢɧɮɨɪɦɚɰɢʁɚ ɢ ɩɨɜɟɡɢɜɚʃɟ ɫɚ 
ɞɪɭɝɢɦ ɢɡɜɨɪɢɦɚ ɩɨɞɚɬɚɤɚ, ɪɚɫɬɟ ɢ ɪɢɡɢɤ ɨɞ ɡɥɨɭɩɨɬɪɟɛɟ ɢɥɢ 
ɨɲɬɟʄɟʃɚ ɢɧɮɨɪɦɚɰɢʁɚ. 

Ⱥɪɯɢɬɟɤɬɭɪɚ ɢɧɮɨɪɦɚɰɢɨɧɨɝ ɫɢɫɬɟɦɚ ɩɪɟɞɫɬɚɜʂɚ ɩɥɚɧ ɨɫɬɜɚɪɟʃɚ 
ɜɢɡɢʁɟ ɛɭɞɭʄɟ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ ɫɢɫɬɟɦɚ ɤɪɨɡ ɫɩɪɨɜɨђɟʃɟ 
ɩɨɬɪɟɛɧɢɯ ɧɚɛɚɜɤɢ (ɲɬɨ ɭɤʂɭɱɭʁɟ ɢ ɫɨɩɫɬɜɟɧɢ ɪɚɡɜɨʁ) ɢ 
ɢɦɩɥɟɦɟɧɬɚɰɢʁɟ ɤɨɦɩɨɧɟɧɬɢ ɢ ɟɥɟɦɟɧɚɬɚ ɫɢɫɬɟɦɚ. ɉɪɨɰɟɫ 
ɧɚɛɚɜɤɟ ɫɟ ɫɩɪɨɜɨɞɢ ɤɪɨɡ ɫɬɚɧɞɚɪɞɧɭ ɩɪɨɰɟɞɭɪɭ ɢɧɜɟɫɬɢɰɢɨɧɨɝ 
ɨɞɥɭɱɢɜɚʃɚ ɤɨʁɚ ɬɪɟɛɚ ɞɚ ɨɛɟɡɛɟɞɢ ɩɨɬɪɟɛɧɭ ɬɟɯɧɨɥɨɝɢʁɭ 
(ɬɟɯɧɢɤɭ - ɯɚɪɞɜɟɪ, ɫɨɮɬɜɟɪ ɢ ɤɨɦɭɧɢɤɚɰɢʁɟ - ɚɥɢ ɢ ʂɭɞɟ ɤɨʁɢ ɫɭ 
ɫɩɨɫɨɛɧɢ ɞɚ ɬɚ ɫɪɟɞɫɬɜɚ ɧɚ ɧɚʁɟɮɢɤɚɫɧɢʁɢ ɧɚɱɢɧ ɩɪɢɦɟɧɟ). 

ɇɟɚɞɟɤɜɚɬɧɚ ɫɪɟɞɫɬɜɚ ɢ/ɢɥɢ ɧɟɫɬɪɭɱɧɚ ɭɩɨɬɪɟɛɚ ɩɪɟɞɫɬɚɜʂɚʁɭ 
ɧɚʁɜɟʄɢ ɮɚɤɬɨɪ ɪɢɡɢɤɚ ɡɚ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬ ɫɢɫɬɟɦɚ ɢ ɛɟɡɛɟɞɧɨɫɬ 
ɩɨɞɚɬɚɤɚ. ɇɚʁɱɟɲʄɟ ɯɚɜɚɪɢʁɟ ɧɚɫɬɚʁɭ ɤɚɨ ɩɨɫɥɟɞɢɰɚ ɩɨɬɩɭɧɨɝ 
ɨɞɫɭɫɬɜɚ ɫɜɟɫɬɢ ɨ ɩɨɫɬɨʁɚʃɭ ɧɟɫɬɪɭɱɧɨɝ ɩɪɢɫɬɭɩɚ ɢɥɢ 
ɢɦɩɪɨɜɢɡɨɜɚɧɢɯ ɪɟɲɟʃɚ. Ɂɚɬɨ ʁɟ ɩɪɨɮɟɫɢɨɧɚɥɧɨ ɞɢɡɚʁɧɢɪɚʃɟ 
ɚɪɯɢɬɟɤɬɭɪɟ ɢ ʃɟɧɨ ɫɬɪɢɤɬɧɨ ɩɨɲɬɨɜɚʃɟ ɭ ɨɫɧɨɜɢ ɩɥɚɧɢɪɚʃɚ ɢ 
ɫɩɪɨɜɨђɟʃɚ ɦɟɯɚɧɢɡɚɦɚ ɡɚɲɬɢɬɟ. 

4. ɂȾȿɇɌɂɎɂɄȺɐɂȳȺ ɊɂɁɂɄȺ 

Ɋɢɡɢɤ ʁɟ ɦɨɝɭʄɧɨɫɬ ɞɚ ɞɨђɟ ɞɨ ɦɚɬɟɪɢʁɚɥɧɟ ɢɥɢ ɧɟɦɚɬɟɪɢʁɚɥɧɟ 
ɲɬɟɬɟ ɭɫɥɟɞ ɧɟɩɥɚɧɢɪɚɧɟ ɢɡɦɟɧɟ ɢɥɢ ɝɭɛɢɬɤɚ ɢɧɮɨɪɦɚɰɢʁɚ. 
Ɉɞɧɨɫɢ ɫɟ ɧɚ ɫɢɬɭɚɰɢʁɭ ʂɭɞɫɤɟ ɝɪɟɲɤɟ ɢɥɢ ɧɚɦɟɪɧɟ ɚɤɰɢʁɟ, ɤɚɨ ɢ 
ɧɚ ɨɤɨɥɧɨɫɬɢ ɬɟɯɧɢɱɤɢɯ ɢɥɢ ɩɪɢɪɨɞɧɢɯ ɮɚɤɬɨɪɚ ɤɨʁɢ ɦɨɝɭ 
ɢɡɚɡɜɚɬɢ ɲɬɟɬɭ. 
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ɉɪɜɢ ɤɨɪɚɤ ɭ ɤɨɧɬɪɨɥɢ ɪɢɡɢɤɚ ʁɟ ɪɚɡɭɦɟɜɚʃɟ ɲɬɚ ʁɟ ɬɨ ɪɢɡɢɱɧɨ 
(ɩɨɬɟɧɰɢʁɚɥɧɨ ɨɩɚɫɧɨ) ɩɨ ɩɨɫɥɨɜɧɢ ɩɪɨɰɟɫ, ɩɨɫɥɨɜɧɟ ɰɢʂɟɜɟ ɢɥɢ 
ɪɟɫɭɪɫɟ ɨɪɝɚɧɢɡɚɰɢʁɟ. ɇɚɤɨɧ ɬɨɝɚ, ɫɩɪɨɜɨɞɢ ɫɟ ɫɜɟɨɛɭɯɜɚɬɧɚ 
ɟɜɚɥɭɚɰɢʁɚ ɢɥɢ ɢɫɬɪɚɠɢɜɚʃɟ ɪɢɡɢɤɚ ɲɬɨ ɞɨɜɨɞɢ ɞɨ 
ɢɞɟɧɬɢɮɢɤɚɰɢʁɟ ɪɢɡɢɤɚ. ɇɚɤɨɧ ɩɨɱɟɬɧɟ ɢɞɟɧɬɢɮɢɤɚɰɢʁɟ, ɜɪɲɢ ɫɟ 
ɢɡɪɚɞɚ ɩɥɚɧɨɜɚ ɡɚ ɭɦɚʃɟʃɟ ɪɢɡɢɤɚ ɤɨʁɢ ɦɨɝɭ ɢɦɚɬɢ ɧɚʁɲɬɟɬɧɢʁɟ 
ɩɨɫɥɟɞɢɰɟ (ɨɞɪɟђɢɜɚʃɟ ɩɪɢɨɪɢɬɟɬɚ). Ɉɜɚɤɚɜ ɤɨɧɬɢɧɭɚɥɧɢ ɩɪɨɰɟɫ 
ɢɞɟɧɬɢɮɢɤɚɰɢʁɟ ɪɢɡɢɤɚ ɢ ɪɚɡɜɨʁɚ ɩɥɚɧɨɜɚ ɡɚ ʃɢɯɨɜɨ ɨɬɤɥɚʃɚʃɟ 
ɫɟ ɞɟɮɢɧɢɲɟ ɤɚɨ ɤɨɧɬɪɨɥɚ (ɭɩɪɚɜʂɚʃɟ) ɪɢɡɢɤɚ. 

ɇɚʁɱɟɲʄɟ, ɨɪɝɚɧɢɡɚɰɢʁɟ ɧɟ ɫɚɝɥɟɞɚɜɚʁɭ ɫɜɟ ɩɨɬɟɧɰɢʁɚɥɧɟ ɪɢɡɢɤɟ ɢ 
ɧɟ ɮɨɪɦɭɥɢɲɭ ɰɟɥɨɜɢɬɭ ɢ ɫɜɟɨɛɭɯɜɚɬɧɭ ɫɬɪɚɬɟɝɢʁɭ ɤɨɧɬɪɨɥɟ 
ɪɢɡɢɤɚ. ȼɚɠɧɨ ʁɟ ɪɚɡɭɦɟɬɢ ɞɚ ɫɚɦɨ ɫɜɟɨɛɭɯɜɚɬɚɧ ɩɪɢɫɬɭɩ, ɱɚɤ ɢ 
ɫɚ ɟɥɟɦɟɧɬɚɪɧɢɦ ɦɟɯɚɧɢɡɦɢɦɚ ɡɚɲɬɢɬɟ, ɡɧɚɱɢ ɦɧɨɝɨ ɜɢɲɟ ɨɞ 

ɩɚɪɰɢʁɚɥɧɨɝ ɪɟɲɚɜɚʃɚ ɩɪɨɛɥɟɦɚ (ɱɚɤ ɢ ɫɚ ɧɚʁɫɤɭɩʂɢɦ 
ɦɟɯɚɧɢɡɦɢɦɚ). 

ȳɟɞɧɚ ɨɞ ɦɟɬɨɞɨɥɨɝɢʁɚ ɟɜɚɥɭɚɰɢʁɟ ɪɢɡɢɤɚ (OCTAVE - 

Operationally Critical Threat, Asset, and Vulnerability Evaluation) 

ɨɦɨɝɭʄɚɜɚ ɢɫɬɪɚɠɢɜɚʃɟ ɨɪɝɚɧɢɡɚɰɢɨɧɢɯ ɢ ɬɟɯɧɨɥɨɲɤɢɯ ɚɫɩɟɤɚɬɚ 
ɪɚɞɢ ɫɢɧɬɟɡɟ ɫɜɟɨɛɭɯɜɚɬɧɟ ɫɥɢɤɟ ɩɨɬɪɟɛɚ ɢɧɮɨɪɦɚɬɢɱɤɟ 
ɛɟɡɛɟɞɧɨɫɬɢ. Ɉɫɧɨɜɧɟ ɮɚɡɟ OCTAVE ɦɟɬɨɞɨɥɨɝɢʁɟ ɨɛɭɯɜɚɬɚʁɭ[3]: 

• ɂɡɝɪɚɞʃɚ ɩɪɨɮɢɥɚ ɨɩɚɫɧɨɫɬɢ ɡɚ ɪɟɫɭɪɫɟ – Ɉɜɞɟ ɫɟ ɟɜɚɥɭɢɪɚʁɭ 
ɨɪɝɚɧɢɡɚɰɢɨɧɚ ɫɜɨʁɫɬɜɚ ɫɢɫɬɟɦɚ. ɂɫɬɪɚɠɭʁɭ ɫɟ ɨɫɧɨɜɧɢ 
ɢɧɮɨɪɦɚɬɢɱɤɢ ɡɚɯɬɟɜɢ ɩɨ ɫɬɪɭɱɧɢɦ ɫɟɝɦɟɧɬɢɦɚ ɨɪɝɚɧɢɡɚɰɢʁɟ, 
ɨɩɚɫɧɨɫɬɢ ɩɨ ɤʂɭɱɧɟ ɢɧɮɨɪɦɚɰɢɨɧɟ ɪɟɫɭɪɫɟ ɤɨʁɢ ɫɭ ɜɟɡɚɧɢ ɡɚ ɬɟ 

ɞɨɦɟɧɟ, ɛɟɡɛɟɞɧɨɫɧɟ ɦɟɪɟ ɤɨʁɟ ɫɭ ɩɨɬɪɟɛɧɟ, ɬɪɟɧɭɬɧɨ ɩɪɢɦɟʃɟɧɟ 
ɦɟɪɟ ɤɚɨ ɢ ɨɪɝɚɧɢɡɚɰɢɨɧɟ ɫɥɚɛɨɫɬɢ ɢ ɪɚʃɢɜɨɫɬɢ ɭ 
ɨɪɝɚɧɢɡɚɰɢɨɧɨɦ ɫɦɢɫɥɭ (ɨɪɝɚɧɢɡɚɰɢɨɧɚ ɪɚʃɢɜɨɫɬ). 

• ɉɪɨɧɚɥɚɠɟʃɟ ɫɥɚɛɨɫɬɢ ɭ ɢɧɮɪɚɫɬɪɭɤɬɭɪɢ – Ɉɜɞɟ ɫɟ ɟɜɚɥɭɢɪɚ 
ɢɧɮɨɪɦɚɬɢɱɤɚ ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ. Ʉʂɭɱɧɟ ɤɨɦɩɨɧɟɧɬɟ 
ɢɧɮɪɚɫɬɪɭɤɬɭɪɟ (ɫɟɪɜɟɪɢ, ɪɚɞɧɟ ɫɬɚɧɢɰɟ, ɦɪɟɠɚ, ɟɤɫɬɟɪɧɟ 
ɤɨɦɭɧɢɤɚɰɢʁɟ, ɨɩɟɪɚɬɢɜɧɢ ɫɢɫɬɟɦɢ, ɛɚɡɟ ɩɨɞɚɬɚɤɚ ɢɬɞ.) ɫɟ 
ɢɫɬɪɚɠɭʁɭ ɪɚɞɢ ɩɪɨɧɚɥɚɠɟʃɚ ɫɥɚɛɨɫɬɢ ɢ "ɪɭɩɚ" (ɬɟɯɧɨɥɨɲɤɚ 
ɪɚʃɢɜɨɫɬ) ɤɨʁɟ ɦɨɝɭ ɞɨɜɟɫɬɢ ɞɨ ɧɟɩɥɚɧɢɪɚɧɢɯ ɚɤɬɢɜɧɨɫɬɢ ɧɚ 
ɧɢɜɨɭ ɢɧɮɨɪɦɚɰɢɨɧɨɝ ɫɢɫɬɟɦɚ. 

• Ɋɚɡɜɨʁ ɫɢɝɭɪɨɧɨɫɧɟ ɫɬɪɚɬɟɝɢʁɟ ɢ ɩɥɚɧɚ – ɍ ɨɜɨʁ ɮɚɡɢ ɫɟ 
ɚɧɚɥɢɡɢɪɚʁɭ ɫɜɢ ɭɨɱɟɧɢ ɪɢɡɢɰɢ. ɂɧɮɨɪɦɚɰɢʁɟ ɫɚɤɭɩʂɟɧɟ ɭ 
ɨɪɝɚɧɢɡɚɰɢɨɧɨʁ ɢ ɬɟɯɧɨɥɨɲɤɨʁ ɟɜɚɥɭɚɰɢʁɢ (ɮɚɡɟ 1 ɢ 2) ɫɟ 
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ɚɧɚɥɢɡɢɪɚʁɭ ɫɚ ɚɫɩɟɤɬɚ ɢɞɟɧɬɢɮɢɤɚɰɢʁɟ ɪɢɡɢɤɚ ɢ ɞɚ ɛɢ ɫɟ 
ɩɪɨɰɟɧɢɨ ɡɧɚɱɚʁ ɫɜɚɤɨɝ ɪɢɡɢɤɚ ɧɚ ɭɤɭɩɧɟ ɢɧɬɟɪɟɫɟ ɨɪɝɚɧɢɡɚɰɢʁɟ. 
ɉɚɪɚɥɟɥɧɨ ɫɟ ɪɚɡɜɢʁɚ ɫɬɪɚɬɟɝɢʁɚ ɡɚɲɬɢɬɟ ɢ ɩɥɚɧɨɜɢ ɡɚ ɢɡɛɟɝɚɜɚʃɟ 
ɩɨʁɟɞɢɧɢɯ ɨɩɚɫɧɨɫɬɢ ɫɚɝɥɚɫɧɨ ɩɪɢɨɪɢɬɟɬɭ ɩɨʁɟɞɢɧɢɯ ɪɢɡɢɤɚ. 

5. ɆȿɏȺɇɂɁɇɂ ɁȺɒɌɂɌȿ 

Ɇɟɯɚɧɢɡɦɢ ɡɚɲɬɢɬɟ ɫɭ ɨɪɝɚɧɢɡɚɰɢɨɧɟ ɢ ɬɟɯɧɨɥɨɲɤɟ ɦɟɪɟ ɤɨʁɟ ɫɟ 
ɩɪɟɞɭɡɢɦɚʁɭ ɪɚɞɢ ɫɦɚʃɟʃɚ ɪɢɡɢɤɚ ɢ ɨɬɤɥɚʃɚʃɚ ɭɡɪɨɤɚ ɪɢɡɢɤɚ. 
ȼɪɥɨ ɱɟɫɬɨ ɫɟ, ɧɟɩɪɚɜɢɥɧɨ, ɫɦɚɬɪɚ ɞɚ ɫɭ ɬɟɯɧɨɥɨɲɤɢ ɦɟɯɚɧɢɡɦɢ 
ɡɚɲɬɢɬɟ ɫɚɦɢ ɩɨ ɫɟɛɢ ɞɨɜɨʂɧɢ ɨɞɛɪɚɦɛɟɧɢ ɦɟɯɚɧɢɡɚɦ. ȼɟʄɢɧɚ 
ɲɬɟɬɚ ɤɨʁɟ ɧɚɫɬɚʁɭ ɤɚɨ ɩɨɫɥɟɞɢɰɚ ɡɥɨɭɩɨɬɪɟɛɟ ɢɧɮɨɪɦɚɰɢʁɚ (ɧɟ 
ɝɭɛɢɬɤɚ ɢɥɢ ɨɲɬɟʄɟʃɚ) ɫɭ ɩɨɫɥɟɞɢɰɚ ʂɭɞɫɤɨɝ ɮɚɤɬɨɪɚ, ɢɥɢ ɢɡ 
ɪɚɡɥɨɝɚ ɧɟɩɪɨɮɟɫɢɨɧɚɥɧɟ ɩɪɢɦɟɧɟ ɬɟɯɧɨɥɨɲɤɢɯ ɦɟɯɚɧɢɡɚɦɚ 
ɡɚɲɬɢɬɟ ɢɥɢ ɡɛɨɝ ɨɪɝɚɧɢɡɚɰɢɨɧɢɯ ɩɪɨɩɭɫɬɚ. 

Ɉɪɝɚɧɢɡɚɰɢɨɧɢ ɦɟɯɚɧɢɡɦɢ ɡɚɲɬɢɬɟ ɩɨɞɪɚɡɭɦɟɜɚʁɭ ɩɥɚɧɢɪɚʃɟ 
ɩɪɚɜɢɥɚ ɢ ɩɪɨɰɟɞɭɪɚ ɤɨʁɟ ɫɟ ɨɞɧɨɫɟ ɤɚɤɨ ɧɚ ɂɌ ɨɫɨɛʂɟ ɭ 
ɫɜɚɤɨɞɧɟɜɧɨɦ ɚɞɦɢɧɢɫɬɪɢɪɚʃɭ ɫɢɫɬɟɦɚ ɬɚɤɨ ɢ ɧɚ ɤɨɪɢɫɧɢɱɤɭ 

ɩɨɥɢɬɢɤɭ ɬʁ. ɩɪɚɜɢɥɚ ɢ ɩɪɚɜɚ ɭ ɤɨɪɢɲʄɟʃɭ ɢɧɮɨɪɦɚɰɢʁɚ. 

Ɍɟɯɧɨɥɨɲɤɢ ɦɟɯɚɧɢɡɦɢ ɬɪɟɛɚ ɞɚ ɨɛɟɡɛɟɞɟ ɩɨɭɡɞɚɧɭ ɢ 
ɤɨɧɬɪɨɥɢɫɚɧɭ ɮɭɧɤɰɢʁɭ ɫɜɢɯ ɤɨɦɩɨɧɟɧɬɢ ɫɢɫɬɟɦɚ ɢ ɬɢɦɟ ɫɢɫɬɟɦɚ 
ɭ ɰɟɥɢɧɢ. ɉɪɢɦɟɪɢ ɬɟɯɧɨɥɨɲɤɢɯ ɦɟɯɚɧɢɡɚɦɚ ɡɚɲɬɢɬɟ 

(ɬɟɯɧɨɥɨɝɢʁɚ ɡɚɲɬɢɬɟ) ɫɭ: ɚɧɬɢɜɢɪɭɫɧɢ ɩɪɨɝɪɚɦɢ (ɚɩɥɢɤɚɰɢʁɚ), 
RAID ɤɨɧɬɪɨɥɟɪ (ɭɪɟђɚʁ), Firewall (ɫɟɪɜɢɫ), Smart-ɤɚɪɬɢɰɚ 
(ɦɟɞɢʁɭɦ), PKI (ɫɬɚɧɞɚɪɞ), SSL (ɦɪɟɠɧɢ ɩɪɨɬɨɤɨɥ) ɢɬɞ. 

ɍ ɫɤɥɨɩɭ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ ɫɢɫɬɟɦɚ ɫɟ ɨɧɞɚ ɨɛɟɡɛɟђɭʁɭ ɢ 
ɩɨɬɪɟɛɧɢ ɦɟɯɚɧɢɡɦɢ ɡɚ ɩɪɢɦɟɧɭ ɢ ɫɩɪɨɜɨђɟʃɟ ɨɪɝɚɧɢɡɚɰɢɨɧɢɯ 
ɦɟɯɚɧɢɡɚɦɚ ɡɚɲɬɢɬɟ. ɇɚɝɥɚɫɢɦɨ ɞɚ ɬɨ ɡɧɚɱɢ ɞɚ ɫɟ ɫɩɪɨɜɨђɟʃɟ 

ɨɪɝɚɧɢɡɚɰɢɨɧɟ ɡɚɲɬɢɬɟ ɢɧɮɨɪɦɚɰɢʁɚ ɛɚɡɢɪɚ ɧɚ ɩɥɚɧɫɤɨʁ ɭɝɪɚɞʃɢ 
ɩɨɬɪɟɛɧɢɯ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ ɫɢɫɬɟɦɚ, ɨɞɧɨɫɧɨ ɞɚ ɛɟɡ ɩɪɚɜɢɥɧɨɝ 
ɞɢɡɚʁɧɚ ɚɪɯɢɬɟɤɬɭɪɟ, ɩɥɚɧɢɪɚʃɚ ɢ ɫɩɪɨɜɨђɟʃɟ ɢɦɩɥɟɦɟɧɬɚɰɢʁɟ 
(ɤɨʁɚ ɝɚɪɚɧɬɭʁɟ ɞɨɫɥɟɞɧɨ ɢɫɩɭʃɟʃɟ ɫɜɢɯ ɞɢɡɚʁɧɢɪɚɧɢɯ 
ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ) ɧɟɦɚ ɩɨɭɡɞɚɧɟ ɡɚɲɬɢɬɟ. 

Ƚɟɧɟɪɢɱɤɟ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ ɫɟ ɦɨɝɭ ɪɟɚɥɢɡɨɜɚɬɢ, ɦɚʃɟ ɢɥɢ ɜɢɲɟ 
ɟɮɢɤɚɫɧɨ, ɪɚɡɥɢɱɢɬɢɦ ɬɟɯɧɨɥɨɲɤɢɦ ɦɟɯɚɧɢɡɦɢɦɚ ɨɞɧɨɫɧɨ 
ɪɟɲɟʃɢɦɚ. Ƚɟɧɟɪɢɱɤɟ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ ɫɭ ɜɟɨɦɚ ɫɬɚɛɢɥɧɟ, 
ɨɞɧɨɫɧɨ ɧɟ ɦɟʃɚʁɭ ɫɟ ɪɚɞɢɤɚɥɧɨ ɫɚ ɩɪɨɦɟɧɨɦ ɬɯɟɧɨɥɨɝɢʁɟ. Ɍɨ 
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ɨɦɨɝɭʄɚɜɚ ɞɚ ɫɬɪɚɬɟɝɢʁɚ ɡɚɲɬɢɬɟ ɛɚɡɢɪɚɧɚ ɧɚ ɝɟɧɟɪɢɱɤɢɦ 
ɦɟɯɚɧɢɡɦɢɦɚ ɧɟ ɡɚɯɬɟɜɚ ɫɬɚɥɧɟ ɢɡɦɟɧɟ ɢ ɪɟɜɢɡɢʁɟ ɩɪɨɰɟɞɭɪɚ 
(ɨɪɝɚɧɢɡɚɰɢɨɧɢɯ ɦɟɯɚɧɢɡɚɦɚ) ɭɫɥɟɞ ɧɚɩɪɟɬɤɚ ɬɟɯɧɨɥɨɝɢʁɟ, ɜɟʄ 
ɬɟɯɧɨɥɨɲɤɢ ɧɚɩɪɟɞɚɤ ɫɚɦɨ ɫɬɚɛɢɥɧɨ ɩɨɞɢɠɟ ɧɢɜɨ ɢ ɟɮɢɤɚɫɧɨɫɬ 
ɡɚɲɬɢɬɟ. Ɉɜɨ ʁɟ ɜɟɨɦɚ ɜɚɠɧɨ ʁɟɪ ɭ ɩɪɚɤɫɢ ɧɚʁɜɟʄɢ ɩɪɨɛɥɟɦ ɢ 
ɟɧɟɪɝɢʁɭ ɡɚɯɬɟɜɚ ɭɜɨђɟʃɟ ɩɪɨɰɟɞɭɪɚ, ɨɞɧɨɫɧɨ ɩɪɢɜɢɤɚɜɚʃɟ 
ɤɨɪɢɫɧɢɤɚ ɧɚ ɞɨɫɥɟɞɧɨ ɫɩɪɨɜɨђɟʃɟ ɩɨɥɢɬɢɤɟ ɭɩɨɬɪɟɛɟ ɫɢɫɬɟɦɚ ɢ 
ɪɚɫɩɨɥɚɝɚʃɚ ɢɧɮɨɪɦɚɰɢʁɚɦɚ. Ɍɟɯɧɢɤɭ ɢ ɬɟɯɧɨɥɨɝɢʁɭ ʁɟ ɥɚɤɲɟ 
ɦɟʃɚɬɢ ɧɟɝɨ ʂɭɞɫɤɟ ɧɚɜɢɤɟ. 

ȼɟʄɢɧɚ ɫɚɜɪɟɦɟɧɢɯ ICT ɢɧɮɪɚɫɬɪɭɤɬɭɪɧɢɯ ɤɨɦɩɨɧɟɧɬɢ (OS, 
DBMS, ɦɪɟɠɧɢ ɭɪɟђɚʁɢ ɢɬɞ.) ɨɛɟɡɛɟђɭʁɭ ɝɟɧɟɪɢɱɤɟ ɡɚɲɬɢɬɧɟ 
ɮɭɧɤɰɢɨɧɚɥɧɨɫɬɢ. Ɂɚɬɨ ʁɟ ɩɪɟ ɢɡɛɨɪɚ ɤɨɧɤɪɟɬɧɢɯ ɤɨɦɩɨɧɟɧɬɢ 

ɧɟɨɩɯɨɞɧɨ ɫɬɪɭɱɧɨ ɩɪɨɰɟɧɢɬɢ ɫɬɜɚɪɧɢ ɧɢɜɨ ɫɢɝɭɪɧɨɫɧɢɯ 
ɦɟɯɚɧɢɡɚɦɚ ɤɨʁɟ ɝɟɧɟɪɢɱɤɚ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬ ɭɪɟђɚʁɚ ɩɨɞɪɚɡɭɦɟɜɚ. 
ɋɚɦɚ ɝɟɧɟɪɢɱɤɚ ɮɭɧɤɰɢɨɧɚɥɧɨɫɬ ɧɟ ɩɨɞɪɚɡɭɦɟɜɚ ɢ ɫɬɜɚɪɧɭ 
ɟɮɟɤɬɢɜɧɭ ɡɚɲɬɢɬɭ ɤɨʁɭ ɤɨɧɤɪɟɬɧɚ ɤɨɦɩɨɧɟɧɬɚ ɨɦɨɝɭʄɚɜɚ. 
Ʌɚɢɱɤɢ ɢ ɧɟɩɪɨɮɟɫɢɨɧɚɥɧɢ ɩɪɢɫɬɭɩ ɫɬɜɚɪɚ ɢɥɭɡɢʁɭ ɡɚɲɬɢɬɟ ɞɨɤ 
ɫɟ ɭ ɫɬɜɚɪɧɨɫɬɢ ɩɨʁɚɜʂɭ ɜɢɫɨɤ ɮɚɤɬɨɪ ɪɢɡɢɤɚ ɨɞ "ɭɩɚɞɚ" ɭɩɪɚɜɨ 
ɤɪɨɡ "ɫɢɝɭɪɧɭ" ɤɨɦɩɨɧɟɧɬɭ. 

ɁȺɄȴɍɑȺɄ  

Ȼɟɡɛɟɞɧɨɫɬ ɢ ɡɚɲɬɢɬɚ ɢɧɮɨɪɦɚɰɢʁɚ ɭ ɢɧɮɨɪɦɚɰɢɨɧɢɦ ɫɢɫɬɟɦɢɦɚ 
ʁɟ ɜɟɨɦɚ ɜɚɠɚɧ ɚɫɩɟɤɬ ɤɨʁɢ ɬɪɟɛɚ ɩɨɫɟɛɧɨ ɩɥɚɧɢɪɚɬɢ ɢ ɪɚɡɦɚɬɪɚɬɢ 
ɭ ɢɦɩɥɟɦɟɧɬɚɰɢʁɢ ɛɢɥɨ ɤɨɝ ɫɢɫɬɟɦɚ ɢɥɢ ɚɩɥɢɤɚɰɢʁɟ. Ɉɩɢɫɚɧɚ 
ɦɟɬɨɞɨɥɨɝɢʁɚ ɪɡɜɨʁɚ ɩɪɢɤɥɚɞɧɟ ɩɨɥɢɬɢɤɟ ɡɚɲɬɢɬɟ ɢɧɮɨɪɦɚɰɢʁɚ ʁɟ 
ɨɩɲɬɚ ɭ ɧɚɱɟɥɭ ɚɥɢ ʁɟ ɜɟɨɦɚ ɩɨɝɨɞɧɚ ɡɚ ɩɪɢɦɟɧɭ ɭ ɚɤɬɭɟɥɧɢɦ 
ɩɪɨʁɟɤɬɢɦɚ ɤɨʁɢ ɫɟ ɫɩɪɨɜɨɞɟ ɭ ɧɚɲɢɦ ɭɫɬɚɧɨɜɚɦɚ. ɉɨɫɟɛɚɧ 
ɚɤɰɟɧɚɬ ʁɟ ɫɬɚɜʂɟɧ ɧɚ ɪɚɡɭɦɟɜɚʃɟ ɛɚɥɚɧɫɚ ɢɡɦɟђɭ ɩɨɬɪɟɛɚ, 
ɦɨɝɭʄɧɨɫɬɢ ɢ ɩɨɬɟɧɰɢʁɚɥɧɢɯ ɪɢɡɢɤɚ. ɍ ɭɫɥɨɜɢɦɚ ɨɝɪɚɧɢɱɟɧɢɯ 
ɫɪɟɞɫɬɚɜɚ, ɲɬɨ ʁɟ ɫɜɚɤɚɤɨ ɫɥɭɱɚʁ ɭ ɧɚɲɢɦ ɨɪɝɚɧɢɡɚɰɢʁɚɦɚ, 
ɩɪɚɜɢɥɧɨ ɩɥɚɧɢɪɚʃɟ ɛɟɡɛɟɞɧɨɫɧɟ ɩɨɥɢɬɢɤɟ ɢɧɮɨɪɦɚɰɢɨɧɨɝ 
ɫɢɫɬɟɦɚ ɩɪɟ ɭɥɚɫɤɚ ɭ ɧɚɛɚɜɤɭ ɨɩɪɟɦɟ ɢ ɚɩɥɢɤɚɬɢɜɧɢɯ ɪɟɲɟʃɚ ʁɟ 
ɨɞ ɫɭɲɬɢɧɫɤɨɝ ɡɧɚɱɚʁɚ ɧɟ ɫɚɦɨ ɫɚ ɚɫɩɟɤɬɚ ɪɚɰɢɨɧɚɥɢɡɚɰɢʁɟ 
ɬɪɨɲɤɨɜɚ ɧɚɛɚɜɤɟ ɫɚɦɢɯ ɪɟɫɭɪɫɚ, ɜɟʄ ɢ ɫɚ ɚɫɩɟɤɬɚ ɫɦɚʃɟʃɚ 
ɪɢɡɢɤɚ ɨɞ ɩɪɨɛɥɟɦɚ ɢ ɲɬɟɬɚ ɤɨʁɟ ʄɟ ɫɟ ɩɨʁɚɜɢɬɢ ɭ ɛɭɞɭʄɧɨɫɬɢ. 
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